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釋放企業 AI 潛能
從創新 VMware Private AI 平台開始
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Disclaimer

• Certain information in this presentation may outline Broadcom's general product direction. 

• This presentation shall not serve to (i) affect the rights and/or obligations of Broadcom or its licensees under any 

existing or future license agreement or services agreement relating to any Broadcom software product; or (ii) amend 

any product documentation or specifications for any Broadcom software product. 

• This presentation is based on current information and resource allocations and is subject to change or withdrawal 

by Broadcom at any time without notice. 

• The development, release and timing of any features or functionality described in this presentation remain 

at Broadcom's sole discretion. 

• Notwithstanding anything in this presentation to the contrary, upon the general availability of any future Broadcom 

product release referenced in this presentation, Broadcom may make such release available to new licensees in the 

form of a regularly scheduled major product release. 

• Such release may be made available to licensees of the product who are active subscribers 

to  Broadcom maintenance and support, on a when and if-available basis. 

• The information in this presentation is not deemed to be incorporated into any contract.
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議程 • 企業導入 AI 的挑戰及考量

• VMware Private AI 滿足企業 AI 需求

• Demo：輕鬆建立企業專屬 AI Agent
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選擇

成本

合規

性能

搭建企業與政府機構 Private AI 平台的關鍵考量

隱私
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其中，隱私安全是導入 AI 的首要前提

Source IDC White Paper, sponsored by Broadcom, On-Premises AI Infrastructure Balances Innovation and Security, doc #US52747024, December 2024

Source IDC White Paper, sponsored by Broadcom, On-Premises AI Infrastructure Balances Innovation and Security, doc #US52747024, 

December 2024

Data leakage/lack of strong access controls

Exposing proprietary/sensitive/compliant data into 

trained models.

Inadvertent use of contaminated third-party 

data, causing harmful results

Lack of transparency of a completed model

Model design errors that lead to inaccuracies

Creating multiple copies of 

proprietary/sensitive/compliant data sets

37%

36%

34%

33%

31%

33%

26%

36%

29%

34%

34%

35%

AI MODEL

DEVELOPMENT

AI MODEL

DEPLOYMENT

Top Risks Associated with AI Model Development and Deployment

What are the top risks that your organization associates with developing and/or deploying Al models?
(Percentage of respondents)

授權管理不當造成資料外洩

機敏資料外洩至訓練模型

https://www.vmware.com/docs/vmw-idc-us51604323
https://www.vmware.com/docs/vmw-idc-us51604323
https://www.vmware.com/docs/vmw-idc-us51604323
https://www.vmware.com/docs/vmw-idc-us51604323
https://www.vmware.com/docs/vmw-idc-us51604323
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AI 機敏及隱私資料外洩案例頻傳，嚴重性不言可喻

https://www.ithome.com.tw/news/167370

https://www.ithome.com.tw/news/167370
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https://www.ithome.com.tw/news/167370

https://openai.com/index/march-20-chatgpt-outage/

市面主流 AI 服務提供者也可能發生資料外洩

OpenAI 真實事件：用戶可看到他人資料

ChatGPT 提示：為避免資料外洩，用戶須自行控制承擔風險
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一步到位搭建安全 Private AI 平台，才能避免風險並實現 AI 效益

使用 GPU 資源
優化 AI 資源共享

AI 自助化服務
AI 治理

安全 Private AI

GPUs ✓

GPU hoarding

Management

Cost

vGPUs ✓

GPU Monitoring ✓

Automation

Data science 

tools

Excess requests 

for GPUs

Automation ✓

Pre-built 

templates
✓

DBaaS ✓

Manual 

processes

Security Risks

Model Gallery ✓

Model 

onboarding
✓

Monitoring & 

evaluation
✓

VM & K8s 

workloads
✓

Unified 

operations
✓

Agents

Model Runtime ✓

Data indexing 

and retrieval
✓

Agents ✓

Multi-tenancy ✓

Micro-

segmentation
✓

ATP, HA/DR ✓
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典型組織內部，往往有多個業務或組織平行執行多項 AI 專案/系統
如何快速高效執行，避免相互影響，並且符合一致化的治理規範？

選擇模型 搭建環境 準備資料 開發應用（上線）
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IT 團隊 AI 團隊

10

有哪些模型可以使用？是否合規？有哪些 GPU 算力資源？剩下多少可用？如何處理、使用資料？如何確保 GPU 與模型運行狀態？

業務 A

業務 B

業務 C

業務 D
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統一 Private AI 平台 – 模型倉儲 (Model Store)
降低 IT 團隊負擔，提高 AI 團隊生產力

Model Selection

搭建環境

Data App Dev

統一 Private AI 平台 AI 團隊

11

Model Store

Scanned & Approved

選擇模型 準備資料 開發應用 （上線）部署模型

選擇 合規隱私

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.  
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Broadcom Proprietary and Confidential. Copyright ©  2024 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

使用 Harbor 作為模型倉庫，管理模型



Broadcom Proprietary and Confidential. Copyright ©  2024 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
13

Model Selection

搭建環境

13

Model Store

Scanned & Approved

選擇模型 準備資料部署模型

Self-Service 
Infrastructure

統一 Private AI 平台 AI 團隊

統一 Private AI 平台 – 自助自動依政策生成 AI 環境
降低 IT 團隊負擔，提高 AI 團隊生產力

開發應用 （上線）

成本 合規性能

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.  
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Broadcom Proprietary and Confidential. Copyright ©  2024 Broadcom.  

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
14

Hardware

GPU Enabled GPU Enabled GPU EnabledGPU Enabled

AI Application 1

VM Service

LLM App

DB

AI Application 2

LLM App

DBK8s Cluster

Developer Env

AI Workstation

LLM Apps

DB

Developer Env

LLM Notebooks

DataK8s Cluster

Developer Env

AI Workstation

LLM Apps

DB

Developer Env

vGPU

LLM Apps

DB

Workloads

使用目錄選單方式隨需自動化部署環境、設定政策、配置資源

任選所需 AI 環境及資源配置，自動化供裝
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Model Selection

搭建環境

15

Model Store

Scanned & Approved

選擇模型 準備資料部署模型

Self-Service 
Infrastructure

Model 
Runtime

Shared Model 
Inference

統一 Private AI 平台 AI 團隊

統一 Private AI 平台 – 部署模型至 AI 運行平台
降低 IT 團隊負擔，提高 AI 團隊生產力

開發應用 （上線）

成本 性能隱私
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配置專屬 GPU 給特定模型及應用，容易浪費寶貴資源
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Jiarong Xing and the Prism team

寶貴 GPU 資源大量浪費
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Jiarong Xing and the Prism team

沒有處理 AI 服務請求的時候，已配置的 GPU 資源被閒置
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Private AI 平台彈性共享模型及 GPU，提高資源利用率
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Model Selection

搭建環境

20

Model Store

Scanned & 
Approved

選擇模型 準備資料部署模型

Self-Service 
Infrastructure

Model 
Runtime

Integrated Agent Building 
Capabilities

Data Indexing 
& Retrieval

RAG

統一 Private AI 平台 AI 團隊

統一 Private AI 平台 – 資料索引及存取
降低 IT 團隊負擔，提高 AI 團隊生產力

開發應用 （上線）

成本 性能隱私
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快速建立向量資料庫（DBaaS），建立資料索引並發佈
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Model Selection

搭建環境

22

Model Store

Scanned & 
Approved

選擇模型 準備資料部署模型

Self-Service 
Infrastructure

Model 
Runtime

AI Developer Services

Data Indexing 
& Retrieval

Agent 
Builder

統一 Private AI 平台 AI 團隊

統一 Private AI 平台 – 整合建立 AI Agent，上線營運
降低 IT 團隊負擔，提高 AI 團隊生產力

開發應用 （上線）

成本 性能隱私
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經由開箱即用的圖形化 Private AI 儀表板，掌控 GPU 使用
選擇 成本 性能
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隨時了解 vGPU 配置狀態，動態根據需求規劃或預留資源
選擇 成本 性能
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高效 vMotion 提高 GPU 利用率、可用性及使用彈性
選擇 成本 性能
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“資源保留”確保高優先級 AI 應用的資源需求
選擇 成本 性能

VM

vGPU

ESX

VM

vGPU

ESX

VM

vGPU

ESX

VM

vGPU

GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU

Reservation

GPU

MEM

CPU
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安全、自動化、維運管理

基礎架構服務

NetworkingStorage

VMs

Compute 

Private AI Platform

Containers Network Databases vGPU

Accelerators
(GPU)

Model 
Runtime

AI 服務

Data 
Indexing & 

Retrieval

AI Gateway Agent BuilderInference APIVector DB

C
lo

u
d

 P
la

tf
o

rm

使用者 使用者 使用者

• 最大化 GPU 利用率
• Reduce the TCO of your AI platform by leveraging 

shared infrastructure model and GPU virtualisation to 
maximise utilization.

• 內建 AI 自助服務
The Private cloud service portal expanded to include 
access to AI services and blueprints built to accelerate 
development and production AI workloads. 

• 整合模型部署
• Seamlessly push models to production and provide a 

private OpenAI compatible API for your enterprise.

• 便捷資料存取
• Prepare private enterprise data and build custom AI 

Agents built for your enterprise.

• GPU即服務 (GPUaaS)
• Extend existing PaaS operating model principles for 

private cloud, to deliver GPU as a service. 

• 一致性平台運維及治理管控
• Extend existing private cloud controls & operations, 

to provide compliant, secure & resilient AI services.

• 安全的 AI 基礎建設
• Protect data by extending platform security policies and 

controls from private cloud into private AI.

Private AI 關鍵能力

>

>

>

>

>

>

>

小結：Private AI 關鍵能力充分滿足企業 AI 需求

共享資源池

選擇 成本 性能合規隱私
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VMware Private AI 邏輯架構
以 VCF 企業私有雲為基礎，擴展即選即用的 AI 服務
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Demo：輕鬆三步驟建立符合企業規範的私有專屬 AI Agent
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